On-line SalvationDATA Mobile Forensics Investigator Certification
Elementary Training Course
Course Description

You will gain an advanced appreciation for the types of evidential data and actionable intelligence
that can be recovered from a mobile device. You will understand how the data is recovered and when
& where to find useful information.

This course aims to teach any forensic investigators and will ensure you have gained the best
knowledge with the ability to perform forensic investigation on mobile devices to investigate and solve
problems.

By the end of this course, you will be able to use alternative methods to extract mobile device data
and understand how and where data is stored on mobile devices.

Course type: Live Online (Webinar)
Region: China
Duration: 2-3Hrs
Training Software: SPF (Smart Phone Forensic)

Learning Objectives





To understand the basics of mobile phone device forensic examinations
To learn how devices communicate
To learn basic analysis of extracted device data
To understand how to generate reports using SPF software

To participate our online course, each student must have
1. A reliable high-speed internet connection.
2. A computer able to download, install and run SPF software.

3. Basic computer skills are required.

What we will provide

1. A free training license for SPF.
2. A professional instructor.

Course Topics
1.

Course Introduction.

2.

Introduction to the SPF software and the 4 steps process

3.

Intro to SIM Cards & Mobile Devices.

4.

SIM cloning

5.

Common Challenges with Mobile Devices

6.

Android Basics

7.

Triage Setup

8.

Memory Cards& Memory Chip Knowledge

9.

RAM Disks, Bootloader & passcodes

10. GPS Location Data
11. SQLite Data Types
12. Exporting and Importing Backups
13. Chip-off Introduction
14. Removing Passwords on Android Devices
15. Support Tools and Assessment
16. Exporting Images
17. Importing Images into SPF
18. Android and ADB
19. Rooting Androids
20. Physical Imaging
21. Reporting
22. Case Study & Practice

What you will get
This is a valuable Mobile forensics certification that certifies participants who have gained the
knowledge and practical skills required to handle any cases need to investigate mobile devices.

Customization
In order to meet different customer needs and help learners best achieve their
learning goals, we provide opportunities for our clients to customize the course
attributes, including time, place, close-door requirements, etc.

Contact number: +86 28 6873 1486
E-mail: info@salvationdata.com

